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PHIS Quick Reference Guide: Using the Certificate Signature Viewer Role 
This guide explains how to enroll and request the Certificate Signature Viewer role, view approved export certificates, and generate a report. The 
guide is intended for users with the Certificate Signature Viewer role who use the PHIS Foreign Country Login (FCL) module. 

Section 1: View Certificates 
The View Certificates page consists of a search panel, a grid for 
viewing the search results, and the ability to download and 
view PHIS Export Certificates and other attached documents. 

1. Search Filter Parameters - There are a number of filter 
parameters available to help find certificates including 
date ranges, which use the DD/MM/YYYY format. 

2. Search and Reset buttons - The Search option filters the 
results based on the current parameters. The Reset option 
returns the search parameters back to default values. 

3. Results grid – The grid displays the search results. Records 
may also be sorted at the column level. More details about 
the certificate can be viewed by expanding the record with 
the triangle to the left of the certificate number. When the 
export record contains Seal/Container data, you can select 
the magnifying glass icon to view the data. 

4. Attached documents – The signed Export Certificate and 
any additional supplemental documents uploaded with the 
application are displayed in the expanded grid. You can 
select the page icon in the View column to download and 
view the document. 

For technical assistance, contact the FSIS Service Desk at 1-800-473-9135, 24 hours a day. 

If calling from outside of the United States, please dial +1-929-279-8190. 
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You are h~e: Home> View Certificate S1griawres: > Gerierat~ FCl Rep.,rt 

Y.iew Certificates: 

~ere.r3te FC L Rep!)rt FCL Reports 
Y.iew Report 

Approving FSIS Official: 

Certificate Number: 

Export Establishment Name: 

Expon Establishment Number: 

Pon of Entry : I Select 

Approved Date of Certificate: (DDIMMIYYYY) From: 02/09/2019 l!iii] 

To: 02/ 12/2019 liii'i] 

Se lect Report: I Viewer Report 

Reset 11 Generate PDF I Generate Excel J 

Certificate Approving Approval 
Number Official Date 

Last Name 

FSIS Export Report : Viewer Report 

Report Date Range : 06106/2019 to 06/09/2019 

Sort Order: Export Establishment Name 

Establishment Export Number 
Number Establishment of 

Name packages 

Total Net 
Weight 

(Lbs) 

0012966 ENGELKE 06/09/2019 Iv\ p 65 650.0000 
Sausage 
Works, LLC 

Total Net Weight 
tKgs) 

Commercial Commercial 
Seal Number Container 

Number 

0.0000 S3445 C2334 
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Section 2: Generate FCL Report 
The report feature allows you to select information for display 
in a number of different formats. You can apply filters before 
running the report. The filters parameters are the same as the 
parameters on the View Certificate Signatures page. 

1. Select Report - Available reports include the Viewer Report, 
Type of Commodity, Port of Entry, FSIS Approver, Date 
Approved, Certificate Report, and Certificate Number. 

2. Reset Button - Clears the previously entered filter 
parameters. 

3. Report Buttons - You can generate reports in two formats, 
PDF and Excel. 

The report result is formatted to print horizontally with 
different columns depending on the selected report. 
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Yiew Certificates 

§enerate FCL Report 

Yiew Rep::irt 

,2C60 Cen:r"ic~te Vahdat.ion 

~OU ,U"' here: Home > '3060 Certificate Val d•bOFI 

9060 Certificate Validation 

PHIS Export Certificate Packages (PDFs) are dig ita lly signed in Adobe. PHIS provides a root certificate that you can install on your 

computer. Once installed, the root certificate provides an additional val idation level of the digital signature and certificate detai ls. The 

steps are included in the expandable section below. For more information, see the PHIS Quick Reference Guide: Using the Certificate 

.filgnature Viewer Role. 

(ii How to install the root certificate: 

1. Download the root certificate. 

2. Right-click the file and se lect Install Certificate. 

3. Select Current User as the Store Location (or Loca l Machine if you have administrator privilti-es). 

4. Select Next. 

5. Select Place al l certificates in the following store, then select the Trusted Root Certif ication Authorities store. 

6. Select Next. 

7. Select Fin ish. 

8. Open Adobe Acrobat Pro DC 

9. Selecl Edit option from top menu ribbon 

10. Selecl Preferences from the Edit options displayed 

11 . Select Signatures from the Categories: displayed 

12. Select More button associated with Verification option under Digital Signatures heading 

13. Toward the botton of the pop-up from the Windows Integration category verify that checkmarks are associated with Va lidating 

Signatures and Validating Certified Documents options. 

14. If not already selected,select associated checkboxes and then the OK button. 

Note: Any Certificate PDFs open at the time that the above steps are taken must be closed and re .opened with the PDF viewer to see the 
green checkmark and the Signed and all signatures are valid. message. 

Valid F.rom Valid To Download 

5/ 5/2021 12:00:00 AM 5/ 5/2031 12:00:00 AM 

Section 3: 9060 Certificate Validation 
The 9060 Certificate Validation page provides an option to 
further validate the export certificate’s digital signature and 
certificate details. You may download and install a root 
certificate (USDA-FSIS-PHIS-RootCA file) to your computer. 
The root certificate uses public key cryptography to provide 
additional validation of the export certificate’s authenticity. 
Sections 3a-3c describe how to install and use the optional 
root certificate. 

Please note the root certificate expires every five years. Prior 
to your root certificate expiring, FSIS will provide an updated 
root certificate to current users with the CSV role and 
instructions on how to install it. 
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Home Share View 

~ 0 i Cut 

~ Copy path .. 
Pin to Quick Copy Paste (El Paste shortcut 

Move 
access to · 

Clipboard 

v t ♦ > This PC > Downloads 

:it Quick access 

Desktop 

♦ Downloads 

l';ll Documents 

~ Pictures 

I X ~ ~ New item · 

{J Easy access "'" 
Copy Delete Rename New 
to · folder 

Or9anize New 

Name 

,t 
v Today (1) 

Open 

Install Certificate 

~ Scan with Microsoft Defender ... ~ 

~ Share 

Open with ... 

Give access to 

Restore previous versions 

Send to 

Cut 

Copy 

Create shortcut 

Delete 

Rename 

Properties 

~ 
Properties 

Ope 

• ·cate.crt 

> 

> 

~ Certificate Import Wizard 

Welcome to the Certificate Import Wizard 

This wizard helps you copy certificates, certificate trust i sts, and certificate revocation 
l sts from your disk to a certificate store. 

A cerbficate, whidi is issued by a certification authonty, is a confirmation of your idenbty 
and contains inf'nrmation used to protect data °' to establish=• network 
comections. A cer tificate st0<e is the system area where certi ficates are kept. 

Store Location 

@ccrrentUser 

Q Local Machrie 

To continue, ack Next. 

Next Ca ncel 

Section 3a: Install 9060 Validation Certificate 3. Select Current User as the Store Location (or Local Machine if you 
have administrator privileges). 1. Download the root certificate. 

2. Right-click the file and select Install Certificate. 4. Select Next. 
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Select Cen.ifkate Store X 

Sdect the ce""tllica~ store you want tD use, 
~ .,,• Certiftu tc Import Waurd 

, ..,,...,.. 
~ 

r , .. .. -· .. '. ·-
urtmateStore .J En-Trust -' 

Certib~ sroties MC syslffll Meas where certJlicaties arc kept. lntermedlate Ccrtlficabon ~thonbes 
ActN, C>r«tary u.., Objoct 
Tnoct..-!Do~,. V 

~ > -Wrdows can automabcaly ~ a ~tJlicatc store, or you can spcofy 
Osi-ot,v,;c.1,.., .. theczrbficatc. 

0 Aub:>mabCZJly select the ~tficatc stllfc based on the type of czr 1~ 1 Canc,j 

@Placealczrtficatesrithcfolowngsrotc 

Certificate store: 

I ! !l'owso... II I 

1~ 1 Cancel 

t- , • Certificate Import W12ard 

Completing the Certificate Import Wizard 

The certificate wil be ~led after vou dick Fnsh. 

You have specified the followr,g setb'1gs: 

CernfiG5te Store Selected bv User 

Content 
Trusted Root Certificabon Authorities 

Certificate 

X 

Finish Cancel 

~ I Downloads 

Home Share View 

[i □ 
_X, Cut 

ro;J Copy path 
Pin to Quick: Copy Paste {!I Paste shortcut access 

Clipboard 

+ ~ X 
Move Copy Delete 
to · to · 

Organize 

~ 
Rename New 

fo lder 

E- v t .f. > This PC > Downloads 

" Name 
it Quick access 

Desktop ,t 
v Today (1) 

.f. Downloads ,t 
RootCertificate.crt 

~ Documents ,t 
Certificate Import Wizard 

[l,;] Pictures ,t 

,t 0 The Import w as rncce<sful. ,t 

,t 

,t 0~ 

Ne 

X 

5. Select Place all certificates in the following store, then select the 7. Select Finish. 
Trusted Root Certification Authorities store. A confirmation message appears. 
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6. Select Next. 
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Signature Verification Preferences 

0 V!!rify '5ign.ture when the document i'5 opened 

0Whffl documl!nt has valid but untrusted signaturH, p1ompt to flNiM" and trust signers 

Verification Beha\ltor 

WhenVttifying: 

Q Use the documl!nt· spedfied method; prompt if unavailable 

@Use the documl!nt-specified method; if un.w,i1able,. use default method 

Q Always usethed6auttmethod: Adobe Default Security 

[2j Require certificate rNocation checlc.1ng to succttdwhenNer pos54ble dunng signaturev1!'rif1cat:Jon 

[2j Use ~pir1!'d timestamps 

0 Ignore document validation inform,tion 

Verification Time Verification Information 

Verify Signatures Using: 

@lime at whKh the signature was creatfi! 

Automatically .add >n:rification informat ion when 
saving ~ned PDF: 

Q ~n~~:e5:~:=t~;~estamp) embedded 

Q Current time 

Windows Integration 

Trust ALL root certificates in the Windows Certificate Store for: 

~ Validating Signatures 

~ Validating Cert.ifie<I Do<uments 

@A5'. when vuification information is too big 

QAiw,y, 

Q N,vo, 

Selecting eithe, of these options may result in c1rbitmy material being treated as trusted content. 
Take care before enabling these featu~► 

Help OK Canel!! 

X 

Section 3b: Update Adobe Acrobat Pro DC 6. On the Signature Verification Preferences page, near the bottom, 
verify that checkmarks are associated with Validating Signatures 1. Open Adobe Acrobat Pro DC. 

2. From the top menu, select Edit. and Validating Certified Documents options. If not already selected, 

3. From the Edit options, select Preferences. select associated checkboxes and then select OK. 

4. From the Categories, select Signatures. 
5. Select the More button associated with Verification option under 

Digital Signatures heading. 
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~ 0155432 f1).pdf • Adobe Acrobat Pro DC (32-b,t, 

Fife Edit View Sign Window Help 

Home Tools 0155432 (1 ).pdf 

181 

bo Signed and all signatures are valid. 

Signatures 

[ill T Validate All 

v bo Rev. 1: Signed by TEST-PHIS 

Signature is valid: 

/ 1 

Source of Trust obta ined from the Windows trusted certificate 

Document has not been modified since this signature was 

Signature is valid, but revocation of the signer's identity co 

Signing time is from the clock on the signer's computer. 

Signature is not LTV enabled and will expire after 2026/05/ 

v Signature Details 

Reason: Attests authenticity and integrity of the document 

location: FSIS-PHIS 

I Certificate Details ... 

Last Checked: 2021.05.14 17:05:58 -04"00-

Field: Signature1 (invisible signature) 

Cl ick to view this version 

Certificate Viewer X 

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to 
the selected entry. 

D Show all certification paths found 

B USDA-FSIS-PHIS-RootCA 

TEST-PHIS 
Summary Details Revocation Trust Po licies Legal Notice 

I Issued by: 

Va lid from: 

Valid to: 

TEST-PHIS 

USDA-fSIS-PHIS-RootCA I 
2021/ 05/ 07 11:20:22-04'00' 

2026/05/07 11 :30:10 .04·00-

Intended usage: 

IO1g1ta l Signature, Encrypt Keys, Client Authent1cat1on, 
Server Authent1cat1on 

I 

G) The selected certificate path is valid. 

The path validation checks were done as of the signing time: 
2021/05/13 13:33:00 .04·00· 
Validation Model: Shell 

t:) 

Export ... 

OK 

.,.. -
Signature Pa 

l=tio,.o1ir1tnnaiiono.riessidi~a 
!r,aoonocllec:tion&estimatedlD 
11,,ta.needed. and~leolingan:l 

thisc:erti6calemayresollinaftolno1 
l,e~orbol!l (18U.S.C. 1001). 
l:tioiiM121U.S.C511(b) (1).(2):and 

orlMl.5eolfflOl!f1il'lc.ale. 

16-CERTIFICATE TYPE 

0 ORIGINAL 

0 REPLACEMENT 

0 FROM: 

~- TOTAL NO. OF PACKAGES 

00 

15. 
SHIPPING/ 

PENTIFICATION 
MARKS' 

16. 
EST. NO. 

ON 
PRODUCT 

I 

I 
I 
I 

18 I CERTIFY lha1 lh<l meal meat food product or meat byproduct specified t,e.rec,n 11 ffl)ffl animals that re<:eive,d bolt, an11cmortem and postmortem n . 

nel 

_J 

" 

LI X 

Search tools 

~ Create PDF 

c:::J Edit PDF C = 

~ Export PDF 

Comment 

"D :.: Organize Pages 

,n,.+ 
ljjl Scan &OCR 

0 Protect 

t2,, Fi l l &Sign 

~ Prepare Form 

~ Compare Files 

@ Color picker 

~ ~ Combine Files 

Store and share files in the 
Document Cloud 

l earn More 

P Type here to search 0 • Iii )- 15 1 ''5 1 f!'I W/1 I P;j • 011 vi;l CJ e ~ XI] e i1 s ■ 69 i A ~· 'i':::i !..i 5~1~~;0~1 ~2 

Section 3c: Open Certificate with Adobe Acrobat Reader 
Once you have this root certificate installed, any FSIS approved certificates opened with Adobe Acrobat Reader will display a green checkmark and a Signed and 
all signatures are valid message. 

Additional Details may be accessed expanding the Signed by and Signature Detail options and selecting the Certificate Details link. 
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Login 

0\ USOII. E.mph11r"' /C01"1tn1<tof 
FNrr,111 m,11LQ'JHS iWld cont1i1Ct<wswori.1rig tor USDA 

~ Customer Login 

3 

--.., 

_----=i 
I- 7 

Home • My Profile _ Help • Contact Us .. • Log.out eAuth 

Welcome to the FSIS Enrollment Application! 

Csv Testafghanistan, 

Your FSIS accounts v,ere found . However, you could a pp ly fo r an additional FSIS account. There a re a fe\.., wa ys to apply. RevMB" 

available options be.low. 

Enroll b,- Submitting Enrolhuenl REquen 

dick Submit Enrollment Request to ru n the Enrollment Request wiza rd. You v1ill be notified when your requ-est: is a pproved o r 

de.nied. 

Submit Enrollment Request ... 

Na.Vrgaft' to FSJS Dashboard 

Otck Go to FSIS Dashboard be.tow to navigate to t he FSIS applications or d ick My Profile on the top m e.nu bar to o ~ n your 

FS1S Profile , From your Profila page you can request changes to your account (a dd a role, a ctivat e inactive account, e.t.c.) 

Open FSIS Dashboard 

Section 4: Enrolling as a Certificate Signature Viewer 
Before submitting your request for the PHIS Certificate Signature Viewer 
role, you must first obtain an identity-verified eAuthentication account from 
the USDA. 

1. Once the account is received, you can open a web browser 
and go to https://phis.fsis.usda.gov. 

2. Log in to PHIS with your Level 2 Login.gov account by selecting 
'Customer'. Note: For security reasons, if a PHIS user does not 
log into their account for 90 days, the account will be 
deactivated. It is advised that PHIS users log on routinely to 
avoid account deactivation.Click on the Login.gov option and 
enter your credentials 

2. On the Welcome to the FSIS Enrollment Application page, select 
Submit Enrollment Request. 

3. On the FSIS Enrollment Request Wizard (Step 1) page, select Next. 
4. On the FSIS Enrollment Request Wizard (Step 2) page, for the 

Account Type field, select Foreign Country and select Next. 
5. On the FSIS Enrollment Request Wizard (Step 3) page, for the Role 

field, select Certificate Signature Viewer and select Next. 
6. On the FSIS Enrollment Request Wizard (Step 4) page, for the 

Country field, select your country and select Next. 
7. On the FSIS Enrollment Request Wizard (Step 5) page, accept the 

disclaimer and select Next. 
8. After you have submitted this role request for PHIS, your request 

will be reviewed and FSIS will send you an email to the account 
associated to your eAuth account. 

9. On the FSIS Enrollment Request Wizard (Step 6) page, enter the 
activation code received by email and select Finish. 
Once the activation is complete, PHIS opens. 

As an alternative, select the link in the email. Doing so is the same as 
performing step 9. 
Once your request has been approved, you can log into PHIS at 
https://phis.fsis.usda.gov. 
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